Delivering Cyber Security Confidence

Through our strategic partnerships, continuous access and state-of-the-art
knowledge from market leaders-our information is always current.

Local Presence: Global Know-How

Cyber Security Precaution-Secure

Our dedicated team of Syncies can
visit your site when required to ensure
you are getting the best service at all
times. We also have back-up support
from our technical partners working
on a global scale with 24/7 response
capabilities.

At Sync IT, it is our goal to provide our
clients with an IT system that is Simple,
Stable, and Secure to ensure that you
have a Secure platform and are ready
for a potential Cyber Attack. These levels
and layers of protection, detection and
recovery are in line with Best Practice
(Cyber Essentials) framework.

Protection Layers

Are you a Small to Medium sized business?
Do you have a Cyber Security Plan?
Key Findings from Recent Survey

Why Certify for Cyber Essentials?

•

1 in 5 small businesses will suffer a
cyber breach this year

•

Reduce your overall risk of Cyber
Attacks by 80%

•

81% of all breaches happen to
SMBs

•

Demonstrate you take Cyber
Security seriously

•

97% of breaches could have been
prevented with today’s technology
and best practice

•

Save money to avoid cyber costs,
fines and damage

•

Gain market advantage over risky
competitors

Cyber Security Assessment
The majority of SMB’s find they are ill-equipped to deal with cyber-attacks
•

on their own

Would you like to have a plan that is linked
to an official backed framework? Sync
IT can deliver services and processes
which are linked to the Cyber Essentials
standard.

62% lack the skills in-house to deal
with security issues.

•

13% who do not use a professional
and focused MSP feel confident that
they would not be able to defend
themselves against an attack. This is
a scary statistic.

•

52% feel helpless to defend themselves
from new forms of cyber attacks.

Sync IT holds Cyber Essentials certification to reassure our clients that we take their
cyber security seriously. Using a best practice framework we carry out an in-depth
assessment highlighting your potential vulnerabilities. The report we subsequently
present will give you the tools to avert threats and help you to protect your digital and
financial assets against the bad actors that may be targeting you.

To understand your need and potential gaps we have an Engagement Process
that includes the following:
Quick Discovery

Ask some preliminary questions to allow us to understand the size and extent of your
operation.
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Compile a scope of what we are going to deliver, assumptions and corresponding cost
so there are no ‘grey areas’.

Discovery Kick Off: Identify what is important to your company.
Review: how well your current protect strategies are working.
Identify gaps in your existing protect strategies.
Analyse detect layer for missing items; make recommendations as needed.
Discuss implications of current respond capabilities and make recommendations.
Verify existence and validity of existing recover plans.
Output Detailed report on all the above presented to management for review.

Case Study 1
Transport & Logistics Firm
Warehousing and logistics company with multiple sites. Our client’s business is extremely
dependent on technology. Everything from wireless barcode scanning to the assurance
that all transactions are audited is dependent on the reliability and security of the IT
environment. Due to the type of clients they deal with, compliance and documented
process is paramount. Regular audits by their clients occur which means access to
documentation and uptime of all systems is a key business requirement.

High level Requirements which Sync
IT measure and deliver on
•

50 IT users but with up to 100 staff
and increasing

•

2 sites, Dublin & Dundalk

•

More pallets to store and move >
50,000 and growing

•

Large fleet of trucks that store and
communicate data which needs to
be tracked, secure and protected

•

Corporate client mindset and
demands

•

Faster pace of business, 24/7 uptime

Following Security Assessment, we now
deliver the following ongoing service,
what we call ‘Profile & Detect’ as part of
our ongoing managed support service:

Threat Intelligence Support

Identify threats on servers and firewalls,
while supporting compliance guidelines
through a fully integrated range of
response capabilities. This is delivered
on a 24/7 basis, keeping client data and
environments safe.

Monitoring & Analysis

Monitor key logs files in and out of IT
environment to identify and correlate
events that could be malicious, while
providing
additional
security
and
adherence to regulatory guidelines.

Compliance Reporting

Generate ongoing reports and threat
analysis outlines for regulatory standards.

Ransomware Warranty

In conjunction with our SOC provider they
will pay up to €800 per infected machine
towards the cost of paying the ransom if
they don’t defend against or can’t rollback
and restore data after a ransomware
attack (up to €900k) has occurred on a
covered machine.

Still Not Convinced?

Some further questions to ask yourself
Is your infrastructure being proactively
managed today?
Has your organisation ever suffered a
security incident?
How did it impact you? Were you just
lucky?
What data (i.e. payroll, Intellectual
property etc) would negatively impact
your business if deleted or stolen?
Which systems would impact your
business most if unavailable for a day?
A week?
What concerns do you currently have
about cyber security and or cyber
attacks?
Are you subject to any regulatory
requirements or restrictions?
Do you process credit cards or
payment information in any way that
may drive regulatory needs (e.g. PCI)?

About Sync IT

Sync IT understand the challenges that business managers face. You can trust
that your technology will meet and exceed targets – and the benefits are felt
throughout your organisation, keeping your systems running, your staff productive
and your customers happy.
We deliver our IT managed support service on an ongoing basis. We are
committed to real improvements for your day-to-day business. We guarantee
100% uptime. We offer remote Hands on Training & Support. We offer support from
our technical partners working on a global scale with 24/7 response capabilities.

T.R.U.S.T.

At Sync IT, our focus is to make your business Simple, Safe, and Secure using
technology. Once you engage with us, we work with you to understand your
business, so that we can deliver our promise to you which we call TRUST.

T - Technology
R - Risk
U - Users
S - Support
T - Training & Awareness
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